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Abstract:
As vertical industries are thriving —Vehicle Network, Internet of Things (IoT), AR/VR, and
high speed railways, just to name a few —they all demand fast yet ubiquitous network access
to gain a new momentum. The rise of new business, new architecture, and new technologies in
5G will present new challenges to security and privacy protection. In 5G business environment,
security is a necessary enabler for continuity of the business. Users already realize that security
and privacy are important, and they could be aware of the security/privacy service provided to
them. It is believed that the extent and strength of the security mechanisms provided correlate
with the perceived security level, at least in the long run. Perception is closely related to trust,
hence negative changes may happen very quickly (e.g. because of front-page news about
observed attacks). In the 5G context, users may already have some perception of provided
security level based on experience with earlier generations. To provide continuity of perceived
security, it is important that security and privacy features that exist in earlier generations are
also present in 5G, although the actual technical security mechanisms may be different. On the
other hand, it is clear that it is not sufficient just to provide the same security features as in the
legacy systems because there may be new security requirements and challenges. 5G systems
are going to be service-oriented. This implies there will be a special emphasis on security and
privacy requirements that stem from the angle of services.
In traditional mobile communications networks, the primary goal is to enrich people's life
through communication. Users may communicate by text messages, voice calls, and video
calls, or surf Internet or access app services using smart phones. However, 5G is no longer
confined to individual customers. It's not simply about having a faster mobile network or richer

functions in smart phones. 5G will also serve vertical industries, from which a diversity of new
services are going to system. In the context of vertical industry, security demands could vary
significantly among services. For instance, mobile Internet of Things (IoT) devices require
lightweight security while high-speed mobile services demand high efficient mobile security.
The network based hop-by-hop security approach may not be efficient enough to build
differentiated end-to-end (E2E) security for different services. As IoT is gaining momentum,
more people will be able to remotely operate or "talk" to networked devices, for instance,
instructing facilities at a smart home to get up. Therefore, there is a need of a more stringent
authentication method to prevent unauthorized access to IoT devices. For example, biometric
identification could be part of the authentication in smart homes.
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