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Abstract

Cyberspace is the virtual frontier. The more its user’s increases, the
more complicate it becomes. The information and communication technology
which was implemented in every segments of the world society made the
computer crime threat called “Cyber Warfare” much more imminent. Therefore,
the global society has been attempted to govern the internet by establishing
monitoring organizations and enacted the law to protect cyber space. Thailand,
as one of the countries in concern, has also drafted cybercrime legislation
called Cyber Security Act 2015. However, the draft Act was criticized and
forced to retreat because of legal standard issue. By reviewing legal
philosophy, the findings point out that Thailand should amend the Cyber
Security Act draft base on people’s consent and rationality with respect of its
citizen’s rights, including the check and balance of government power in case

the authorities was abused by the committee or officers appointed by this Act.

Keywords: Cyberspace / Legal Philosophy / Computer Crime / Cyber warfare /
Cyber Security
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® International Telecommunication Union, The world information society report
2007, (2007, June), Retrieved 2013, November, 10, from http://www.itu.int/osg/spu/

publications/worldinformationsociety/2007/
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° Congressional Research Service, The economic impact of cyber-attacks,
(Washington, DC: CRS, 2004), 10.

! O’'Connell, K., Cyber-crime hits $100 billion in 2007, (2007, October 17).
Retrieved 2013, October 17, from http://www.ibls.com/internet_law_news_portal_view_

prn.aspx?s= latestnews&id=1882
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® “Internet governance is the development and application by governments,
the private sector and civil society, in their respective roles, of shared principles, norms,
rules, decision making procedures, and programmes that shape the evolution and use
of the internet.”, Regional Internet Governance Forum, About APriGF 2011.
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? “Combating the criminal misuse of information technology”, UN General
Assembly (4 December 2000) Resolution 55/63.

° « invites Member States, when developing national laws, policy and
practices, to combat the criminal misuse of information technologies, to take into
account, inter alia, the work and achievements of the Commission on Crime Prevention

and Criminal Justice.”, UN General Assembly (19 December 2001) Resolution 56/121.
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" Communication of the European Commission: Creating a Safer Information
Society by Improving the Security of Information Infrastructures and Combating
Computer-related Crime of 26.1.2001: COM (2000) 890 final, Retrieved 2013, March 19,

from http://europa.eu.int/ISPO/eif/ InternetPoliciesSite/Crime/CrimeCommEN.htm
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"> Communication from the commission to the council the European parliament the European
Economic and Social Committee and the Committee of the Regions Network and Information Security:
Proposal for A European Policy Approach of 6.6.2001 COM (2001) 298 final, Retrieved 2014, April 6, from
http://www.etsi.org/public-interest/Documents/Politicallnitiatives/ Com2001_0298.pdf

10 Proposal for a Council Framework Decision on attacks against information systems of
19.04.2002 COM (2002) 173 final., Retrieved 6 April 2014, from http://europa.eu.int/eur-lex/en/com/
pdf/2002/com2002_0173en01.pdf

" Article 13 concerns the implementation and follow-up of this Framework Decision. Member
States are required to take the necessary measures to comply with this Framework Decision not later than
31 December 2003, Proposal for a Council Framework Decision on attacks against information systems of

19.04.2002 COM(2002) 173 final.
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